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The images from the manual may be slightly different compared to what you see on your own
screen, but not so much that it should cause problems with performing all of the steps. For this
manual we have used the images of the Dutch manual. For people who are not using Windows
11: The images from the manual were taken on a Windows 11 device. The layout of Windows
11 looks slightly different from the layout of Windows 10/8.1/ 7.

If you have any questions after the manual (once having performed all the steps), please first
look at the frequently asked questions, which can be found on the last page.

Do you still have questions? Please send an email to info@surfspot.nl. Describe in your e-mail
where / at which step you get stuck. Also send us your order number. The more relevant
information we receive from you, the faster we can help you. For example, screenshots/videos
(from your screen / from any error messages) are more than welcome.

Good luck!

Step 1: Update to the latest version of your version of SPSS

Perform the available update for your version of SPSS. For example, if you are using SPSS 28, you
will need to upgrade to version 28.0.1 before proceeding. The updates can be found on this page.

Downloadlinks Windows:

" IBM © IBM " IBM
5053 Statatics 5053 3 atatics SPSS Satati
. s e .

Download > Download > Download >

Stap 1: Update naar de nieuwste versie / Update to the latest version

If you have already completed this step, proceed to the next step.

Step 2: Start the download of the Interim Fix for your version of SPSS on this page.

Stap 2: Download de interim Fix

Downloadlinks per SPSS versie

| SPSS 25 il SPSS 26 Il SPSS 27 Jll SPSS 28 J

INSTALLATION MANUAL SPSS °

Before you start with the steps in the manual:

. IBM . IBM , IBM . IBM
- e | e, - = o,
rp— Pra— Provp— spss stmtates
ol e
—
Download > Download > Download > Download > ]


mailto:info@surfspot.nl
https://www.surfspot.nl/spss-informatie
https://www.surfspot.nl/spss-informatie
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click ‘Open’:

SPSS

Step 3: The download opens at the bottom of your browser. Once the download is complete, you can

. IBM

SO58 Watation

s 25.0-IM-S25STAT-A....zip

IBM i IBM

& i -

Openen (N

Altijd bestanden van dit type openen

P88 ataties

Weergeven in map

Annuleren

v

[ SPSS 25 em SPSS 27 il SPSS 28

Alles bekijken

X

In the example above, | download SPSS 25. If you download SPSS 26, 27, 28 yourself, then the file

you download has a slightly different name:

B  26.0-IM-S265TAT-ALL-FPOD1-IFO15
8 27.0.1-IM-S27STATC-ALL-IF021
B  23.0.1-IM-5285TATC-ALL-IF006

Step 4: The downloaded file is a compressed file, and that means you'll have to extract it. Right-click

the file, and select Extract All...

(Alles uitpakken...):

IS > v AN & > Dezepc > Downloads v O 0 Zoeken in Downloads
(O Naam Gewij;igd w | Type Grootte
> Snelle toegang
v Vandaag (1)
> @ OneDrive - SURF S 25.0-IM-S25STAT-ALL-FPO02-IF015 28.13.907 LS RS o S S A e 2.015 kB
/
> @ OneDrive - SURFmarket  ~ Eerder deze maand (1) ¥ 0 &8 B W
v [l Deze pc = Openen Enter
> PR Afbeeldingen 6 Openen met >
> @M Bureaublad (7 In nieuw venster openen
5 [ Do [ Alles uitpakken.. (N
> Downloads <7 Aan Start vastmaken
> @) Muziek 7 Comprimeren naar ZIP-bestand
> i Video's Als pad kopiéren
> %5 Lokale schiff (C:) Eigenschappen Alt+Enter
> @l Netwerk £7 Meer opties weergeven Shift+F10
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Select Unpack (Uitpakken)

*
€ 2 Gecomprimeerde (gezipte) mappen uitpakken
Een doel selecteren en bestanden uitpakken
Uitgepakte bestanden in deze map plaatsen:
C:\Usersy \Downloadsh23.0-IM-5255TAT-ALL-FPO02-1F015 Bladeren...
B Uitgepakte bestanden weergeven als het uitpakken is voltooid
Annuleren
These are the new ‘log4j’ files you have now downloaded:
25.0-IM-S25STAT-ALL-FPO02-IF015
@ Miguw ~ Tl sorteren - = Weergeven ~ R
€ > - 4 » Dezepc » Downloads > 25.0-IM-5255TAT-ALL-FPOD2-IFD15
O Maam a Gewijzigd ...  Type Grootte
> Snelle toegang
[ logdj-1.2-api-2.16.0,jar 28-12-202..  JAR-bestand 204 kB
7 @ OneDrive - SURF [ logdj-api-2.16.0ar 28-12-202.. JAR-bestand 295 kB
» @ OneDrive - SURFmarket D logdj-core-2.16.0,jar 28-12-202 JAR-bestand 1.748 kB
v [l Deze pe D Readme 23.0.0.2-13 28-12-202 Tekstdocument 4kB
The top three files together form the patch for the vulnerability discovered in log4j.
You now have two folders in your ‘Downloads; folder:
[J Maam Gewijzigd ...  Type Grootte
~ Vandaag (2)
o 25.0-IM-5255TAT-ALL-FPO02-IF015 28-12-202...  Gecomprimeerde (gezipte] map 2.015 kB
B  25.0-IM-5255TAT-ALL-FPO0O2-IF015 28-12-202...  Bestandsmap
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A Compressed (zipped) folder (Gecomprimeerde (gezipte) map), and a File folder (Bestandsmap).
You may now delete the Compressed (zipped) folder. From now on, we will only use the File Folder.

Step 5: If you have IBM SPSS Statistics open on your PC, please close the program.

Step 6: Open File Explorer (Windows button+ E) (Verkenner) and navigate to the Local Disk (C:)
(Lokale schiff (C:)):

%5 Lokale schijf (C:) — [m] X
@ Niguw ~ é{) @ @ Tl Sorteren ~ = Weergeven
&« - E5 5 Deze pc > Lokale schiff (C) ~ O O Zoeken in Lokale schijf (C:)
~
[J Maam Gewijzigd op Type
> Snelle toegang

Gebruikers 10-12-2021 09:34 Bestandsmap
> @ OneDrive - SURF _

Intel 28-12-2021 16:39 Bestandsmap
> @ OneDrive - SURFmarket Perflogs 5-6-2021 14:10 Bestandsmap
- - Deze pe B Program Files 19-12-2021 15:36 Bestandsmap

N Afbeeldingen Program Files (x36) 19-12-2021 15:04 Bestandsmap

Windows 20-12-2021 21:53 Bestandsmap

> B Bureaublad
> = Documenten
> & Downloads
> () Muziek

> u Video's

> ¥ Lokale schijf (C2)

Step 7: We are now going to remove the vulnerable ‘log4j files from a number of folders, and add the
new ‘log4j’ files to all folders.

The new files are the ones you downloaded in step 3:

The steps to be taken vary per version of SPSS. For example, the steps that SPSS 25 users must
take are different from the steps that SPSS 26 users must take, etc.

Look up your SPSS version number below, and follow the steps:

SPSS 25:

In this YouTube video, we will show you how to perform the steps:
https://www.youtube.com/watch?v=i02SRVIXOyc

Via File Explorer, look up the locations (folders) below. Behind each location you can find the

vulnerable log4j file inside the folder that you need to delete.



https://www.youtube.com/watch?v=i02SRVfXOyc
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Next, replace the deleted files by the three new files. Do this for all of the folders below.

You can navigate to all folders with your mouse. You can also copy and paste the locations into the
address bar of File Explorer.

C:\Proiram Files\IBM\SPSS\Statistics\25\ -> Ioi4'-1.2.16.'|ar remove
C:\Proiram FiIes\IBM\SPSS\Sta'u'stics\25\common\ext\bin\sEss.tml.8 -> Ioa4j-1.2.16.jar remove
C:\Proaram FiIes\IBM\SPSS\Statistics\25\common\ext\bin\sEss.coinos.B\ ->log4j-1.2.17.jar remove

C:\Program Files\IBM\SP SS\Statistics\25\as-3.1.0.0\lib\ -> com.springsource.org.apache.log4j-

1.2.16.'|ar remove

C:\Program Files\IBM\SP SS\Statistics\25\as-3.1.0.0\3rdparty\ ->

com.SErinisource.ori.aiache.I0ﬂ4'|-1.2.16.'|ar remove

“I cannot find all the files | need to delete. Isthat a bad thing? ” No, not necessarily. See the
frequently asked questions for more info.

SPSS 26:

In this YouTube video we will show you how to perform the steps:
https://www.youtube.com/watch?v=wrDZKDIgtxQ

Via File Explorer, look up the locations (folders) below. Behind each location you can find the
vulnerable log4j file that you need to delete in the folder.

Next, replace the deleted file by the three new files. Do this for all of the folders below.

You can navigate to all folders with your mouse. You can also copy and paste the locations into the
address bar of File Explorer.

C:\Program Files\IBM\SP SS\Statistics\26\common\ext\bin\spss.tm1.9\ -> log4j-1.2.16.jar -> remove

C:\Program Files\IBM\SPSS\Statistics\26\common\ext\bin\spss.cognos.9\ -> log4j-1.2.17.jar ->
remove

C:\Program Files\IBM\SP SS\Statistics\26\as-3.1.1.0\lib\ -> com.springsource.org.apache.log4j-
1.2.16.jar -> remove

“I cannot find all the files | need to delete. Is that a bad thing?” No, not necessarily. See the
frequently asked questions for more info.



https://www.youtube.com/watch?v=wrDZKDIgtxQ
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SPSS 27:

In this Youtube video we will show you how to perform the steps:
https://www.youtube.com/watch?v=Xxc9U4k6Ws4

Via File Explorer, look up the locations (folders) below. Behind each location you can find the
vulnerable log4j file that you need to delete in the folder.

Next, replace the deleted file by the three new files. Do this for all of the folders below.

You can navigate to all folders with your mouse. You can also copy and paste the locations into the
address bar of File Explorer.

C:\Program Files\BM\SP SS\Statistics\27\ -> log4j-core-2.13.3.jar -> remove
C:\Program Files\IBM\SP SS\Statistics\27\ -> log4j-api-2.13.3.jar -> remove
C:\Program Files\IBM\SPSS\Statistics\27\ -> log4j-1.2-api-2.13.3.jar -> remove

C:\Program Files\IBM\SPSS\Statistics\27\as-3.2.3.0\lib\ -> log4j-core-2.13.3.jar -> remove

C:\Proiram Files\IBM\SP SS\Statistics\27\as-3.2.3.0\lib\ -> Iog4'|-aﬁi-2.13.3.'|ar -> remove

C:\Program Files\IBM\SP SS\Statistics\27\common\ext\bin\ -> spss.cognos.O\log4j-1.2.17.jar ->
remove

“l cannot find all the files | need to delete. Isthat a bad thing? ”No, not necessarily. See the
frequently asked questions for more info.

SPSS 28:

In this YouTube video we will show you how to perform the steps:
https://www.youtube.com/watch?v=V3PBmj|s7Z00

Via File Explorer, look up the locations (folders) below. Behind each location you can find the
vulnerable log4j file that you need to delete in the folder.

Next, replace the deleted file by the three new files. Do this for all of the folders below.

You can navigate to all folders with your mouse. You can also copy and paste the locations into the
address bar of File Explorer.

C:\Program Files\IBM\SPSS Statistics\-> log4j-core-2.13.3.jar -> remove
C:\Program Files\IBM\SPSS Statistics\ -> |log4j-api-2.13.3.jar -> remove

C:\Proiram Files\IBM\SPSS Statistics\ -> Io%4'i-1.2-aﬁi-2.13.3. '|ar -> remove

C:\Program Files\IBM\SPSS Statistics \as-3.3.0.0\lib\ -> log4j-1.2-api-2.13.3.jar -> remove

C:\Program Files\IBM\SPSS Statistics\as-3.3.0.0\lib\ -> log4j-core-2.13.3.jar -> remove
C:\Program Files\IBM\SPSS Statistics\as-3.3.0.0\lib\ -> log4j-api-2.13.3.jar -> remove



https://www.youtube.com/watch?v=Xxc9U4k6Ws4
https://www.youtube.com/watch?v=V3PBmjs7Z00
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“l cannot find all the files | need to delete. Isthat a bad thing? ”No, not necessarily. See the
frequently asked questions for more info.

Step 8: Congrats! The new log4j files are now placed in the SPSS installation folder! You can safely
use SPSS again. Restart SPSS Statistics. If all goes well, this goes without error messages or
anything alike.

Do you have any further questions? If so, please first look at the frequently asked questions below.
Is the answer to your question not listed here? Then please contact us at info@surfspot.nl.



mailto:info@surfspot.nl
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Frequently asked questions

1. How can | be surethat | can now use SPSS safely?

If you have any doubts: perform step 7 again to see if all vulnerable files have been removed from the
SPSS installation folder. You should have already deleted the vulnerable files while following the
steps in the manual. If you can still find one or more of the vulnerable files, please delete them.If you
cannot find any of the vulnerable files, you can safely use SPSS.

2. The manual does not match my own SPSSinstallation in some ways. | cannot find some of
thelog4j files | need to delete in the SPSSinstallation folder. What now?

If you cannoit find some files, that is okay, not something to worry about. Perform step 7 again to

check if all vulnerable files have been removed from the SPSS installation folder / check if only the

new log4j files are installed in your SPSS folders. If you cannot find any of the vulnerable log4j files,

but only the new ones, then you can safely use SPSS.

3. Icannot start SPSS after following the steps in the manual. What now?
If the old and new log4j files are both in the installation folder, SPSS Statistics will not start up, this is
a known problem. The solution is to remove the old / vulnerable log4j files from the installation folder.

Use step 7 to check again if all vulnerable files have been removed from the SPSS installation folder.
You can leave the new log4jfiles inside the folder.







